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Big Data is an increasingly powerful enterprise asset 
ǿƛǘƘ Ƴŀƴȅ ǇƻǘŜƴǘƛŀƭ ǳǎŜǊ ŎŀǎŜǎ ƛƴ ǘƘƛǎ ŎŀǎŜ ǿŜΩƭƭ ŜȄǇƭƻǊŜ 
the relationship between big data and cyber security. 

 

 

Summary 
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Quick facts 
Founded 2008, by former employees of 

Employees Over 750 

Global 24x7 Support Follow-the-sun capability; Pro-active & Predictive Support Programs 
Dedicated Support Engineers; Support Centers in NA, Europe & Asia 

Professional Services World class services delivery teams worldwide 

Mission Critical Thousands of enterprise customers rely on Cloudera: 50% of the Fortune 50; 65% of the Fortune 500, 
Top Defense & Intelligence Agencies 

The Largest Ecosystem Over 1200 Members of our Partner Program, ClouderaConnect 

Cloudera University Over 40,000 people trained around the world 

Open Source Leaders Cloudera employees are founders of most of the Apache Hadoop ecosystem projects, and leading 
contributors to all of them 
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2008 
CLOUDERA FOUNDED BY 
MIKE OLSON 
AMR AWADALLAH & 
JEFF HAMMERBACHER 

2009 
HADOOP CREATOR 

DOUG CUTTING JOINS 
CLOUDERA 

2009 
CLOUDERA RELEASES CDH THE 
FIRST COMMERCIAL  
APACHE HADOOP 
DISTRIBUTION 

2010 
CLOUDERA MANAGER: 

FIRST MANAGEMENT 
APPLICATION FOR 

HADOOP 

2011 
CLOUDERA REACHES 100 
PRODUCTION 
CUSTOMERS 

2011 
CLOUDERA UNIVERSITY 

EXPANDS TO 140 
COUNTRIES 

2012 
CLOUDERA ENTERPRISE 4 
THE STANDARD FOR 
HADOOP IN THE 
ENTERPRISE 

2012 
CLOUDERA CONNECT 

REACHES 300 PARTNERS 

2014 
THE ENTERPRISE 
DATA HUB 
LAUNCHED 

2013 
CLOUDERA IMPALA 
CLOUDERA NAVIGATOR 
CLOUDERA SEARCH 
 

2013 
TOM REILLY JOINS AS CEO 

OVER 800 PARTNERS  
IN CLOUDERA CONNECT 

CDH 
Cloudera 
Manager 

CLOUDERA 
ENTERPRISE 
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ASK BIGGER 
QUESTIONS 

ENTERPRISE 
DATA HUB 

Leading the way in data management powered by 
Hadoop 
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Agenda  
Data: - The new oil 
 

 
 

ÅHow to scale out with unreliable 
workers 
ÅHow enterprises pool and share 

storage and computation 
resources 
ÅEnterprise data governance and 

growing up Hadoop security 
ÅDeploying machine learning at 

scale 
ÅEmpowering creative data 

science  
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This Morning 
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ÅDDOS 

ÅData Exfiltration 
ÅConfidential customer records 

ÅTransaction data 

ÅReputation attack 
ÅFalse flag 

ÅFake data 

ÅInsider Threat 

Cyber Security:- Data is a valuable commodity 

Operations designed to deceive in such a way that the operations 
appear as though they are being carried out by entities, groups or 
nations other than those who actually planned and executed them 
http:// en.wikipedia.org/wiki/ False_flag 

@security_511 has continued to support OpSaudi, claiming further 

attacks on websites connected to Saudi Aramco. 

The @SQLiNairb hacker has released a database dump from a US 
fantasy football website (http://www.fftoday.com/), claiming that it 
was timed to coincide with the NFL draft  

Anonymous Italy and Operation Green Rights (OpGR) have released the 
contents of an email account connected to an Italian steel producer, in 

connection to accusations of pollution against the company 
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/ƭƻǳŘŜǊŀΩǎ Approach to Hadoop Security 

Compliance-Ready 

Comprehensive 

Transparent 

ÅStandards-based Authentication 
ÅCentralized, Granular Authorization 
ÅNative Data Protection 
ÅEnd-to-End Data Audit and Lineage 

ÅMeet compliance requirements 
ÅHIPAA, PCI-5{{Σ Χ 
ÅEncryption and key management 

ÅSecurity at the core 
ÅMinimal performance impact 
ÅCompatible with new components 
ÅInsight with compliance 
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Operational Efficiency 
Perform existing workloads faster, cheaper, better 

Innovation and Advantage 
Ask bigger questions in the pursuit of discovering something incredible 
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Enterprise Data Hub Users Cases 

ETL 
Acceleration 

EDW 
Optimization 

Active  
Archive 

OSINT 
Analysis 

Fraud 
Detection 

Deep  
Exploratory 

BI 

Historical 
Compliance 

Log  
Processing 

Performance 
Management 

Risk  
Manageme

nt 



11 

Our Design Strategy 
The Enterprise Data Hub 
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One pool of data 

One metadata model 

One security framework 

One set of system 
resources 

A fully integrated 
Hadoop ecosystem 

Storage 

Integration 
 REST (Webhdfs), File (Fuse) Flume, Sqoop 

Resource Management 
 YARN 
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Batch 
Processing 

Spark, 
MAPREDUCE, 
HIVE & PIG 

Stream 
Processing 

Spark 
streaming 

HDFS Hbase/ Accumulo 

TEXT, RCFILE, PARQUET, AVRO, ETC. RECORDS 

Engines 

Interactive 

SQL 

CLOUDERA 
IMPALA 

Interactive 

Search 

CLOUDERA 
SEARCH 

Machine 

Learning 
Spark 

Mlib,MAHOUT,
Oryx 

Math & 

Statistics 

SAS, R 
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graph.vertices.filter{case(id, _) => 
id==13669222}.collect 

 

Select CPU_Met from application WHERE 
(USAGE > 1000) 
LEFT OUTER JOIN ON application_ID where 
application_type IS Non_Critical 
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Offence:-  Fraud Detection 

User Cases 

ÅDistributed parallel execution 
with chained joins 

ÅHistorical processing at scale 

ÅMachine Learning, 
malware/anomaly detection, 
spam filters etc 

ÅCombined real time and 
batch predictors 
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Fully Automated at scale 
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Big Data Economics 
Ask bigger questions 

ÅAgile (2 week cycle) 
ÅLinear scaling 
ÅRobust and economic crypto 

security 
ÅCreative fail fast innovation 
ÅPowers productivity insights 

ÅIncreasing infrastructure ROI 
ÅIncreasing business ROI 
ÅDefeating fraudulent activity 
ÅEvaluating risk 

 
 

 

Ingest 

Discover Predict 

Innovate 
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